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Abstract of the contribution: This paper further discusses the LS from CT1 on 5G ProSe UE-to-UE relay discovery with security aspects (S2-2311951/C1-237897).
1.
Discussion
CT1 sent SA2 the LS on 5G ProSe UE-to-UE relay discovery with security aspects (S2-2311951/C1-237897) to ask SA2 about the following question.
	· As specified in TS 33.503 clause 6.1.3.3.3.2, for 5G ProSe UE-to-UE Relay Discovery with Model B, the User Info IDs of the discoverer 5G ProSe End UE and discoveree 5G ProSe End UE are included in a protected direct discovery set and sent between the discoverer 5G ProSe End UE and the discoveree 5G ProSe End UE via the 5G ProSe UE-to-UE Relay UE.
Question: How does the 5G ProSe UE-to-UE Relay UE send the UE-to-UE Relay Discovery Response message from the discoveree 5G ProSe End UE to the corresponding discoverer 5G ProSe End UE, considering 1) the User Info IDs of the discoverer 5G ProSe End UE and discoveree 5G ProSe End UE in the protected direct discovery set are transparent to the 5G ProSe UE-to-UE Relay UE and 2) the 5G ProSe UE-to-UE Relay UE may serve more than one discoverer 5G ProSe End UE simultaneously?


During the last SA2#160 meeting, several solution options addressing the above issue were discussed and it was decided to use CR0404 (S2-2312973) as baseline for further discussion which was revised to S2-2313720. In the S2-2313720, the following approach was proposed:
When a 5G ProSe UE-to-UE Relay self-selects a Source Layer-2 ID for a received 5G ProSe UE-to-UE Relay Discovery Solicitation message, it selects a different Source Layer-2 ID values for each 5G ProSe UE-to-UE Relay Discovery Solicitation message, so that the 5G ProSe UE-to-UE Relay can correlate the 5G ProSe UE-to-UE Relay Discovery Response message with the 5G ProSe UE-to-UE Relay Discovery Solicitation message.  The 5G ProSe UE-to-UE Relay can determine the discoverer 5G ProSe End UE that triggered the 5G ProSe UE-to-UE Relay Discovery Solicitation based on the destination Layer-2 ID of the received 5G ProSe UE-to-UE Relay Discovery Response message.
This approach was discussed and accepted by most companies and the S2-2313720 was almost agreed, but another issue claimed to related to this discussion was raised during the late discussion of the week which led to the S2-2313720 be postponed.
The new identified issue is that in the step 5 of TS 23.304 clause 6.7.1.1 (Layer-2 link establishment for PC5 communication via 5G ProSe Layer-3 UE-to-UE Relay), the UE-to-UE Relay can’t set the unicast Destination Layer-2 ID associated with the target End UE because of (1) UE-to-UE Relay is not able to correlate the Layer-2 ID of Discovery Response message from target End UE to the User Info ID of target End UE as “User Info IDs of the discoverer 5G ProSe End UE and discoveree 5G ProSe End UE in the protected direct discovery set are transparent to the 5G ProSe UE-to-UE Relay UE”, and (2) unicast Destination Layer-2 ID of target End UE may not be included in the Direct Communication Request message over the first hop PC5 reference point (as unicast Destination Layer-2 ID of target End UE is optional according to TS 23.304 clause 6.4.3.7.1).
--------------------------------------------------Excerpt of TS 23.304 clause 6.4.3.7.1-------------------------------------------------

For the 5G ProSe Communication via 5G ProSe UE-to-UE Relay as described in clause 6.7.1 and clause 6.7.2:

-
The Direct Communication Request message over the first hop PC5 reference point includes:

-
User Info ID of source 5G ProSe End UE: the identity of the source 5G ProSe End UE requesting relay operation.

-
User Info ID of 5G ProSe UE-to-UE Relay: the identity of the UE-to-UE Relay provided to the source 5G ProSe End UE during 5G ProSe UE-to-UE Relay Discovery procedure.

-
User Info ID of target 5G ProSe End UE: the identity of the target 5G ProSe End UE provided to the source 5G ProSe End UE during UE-to-UE Relay Discovery procedure.

-
(optional) Destination Layer-2 ID of target 5G ProSe End UE: the unicast destination Layer-2 ID of the target 5G ProSe End UE determined by the source 5G ProSe End UE as specified in clause 5.8.2.4.

-
ProSe Service Info: the information about the ProSe identifier(s) requesting Layer-2 link establishment.

-
RSC: the connectivity service provided by the 5G ProSe UE-to-UE Relay as requested by the source 5G ProSe End UE.

-
Security Information: the information for the establishment of security for the first hop PC5 link establishment.

--------------------------------------------------Excerpt of TS 23.304 clause 6.7.1.1---------------------------------------------------

5.
After the Security Establishment procedure in step 4 is completed, the 5G ProSe Layer-3 UE-to-UE Relay sends a Direct Communication Request message to initiate the unicast Layer-2 link establishment procedure with the target 5G ProSe Layer-3 End UE. The parameters included in the Direct Communication Request message are described in clause 6.4.3.7.


The Source Layer-2 ID of the Direct Communication Request message is self-assigned by the 5G ProSe Layer-3 UE-to-UE Relay and the Destination Layer-2 ID is the unicast Layer-2 ID of target 5G ProSe Layer-3 End UE associated with the User Info ID of target 5G ProSe Layer-3 End UE.


The 5G ProSe Layer-3 UE-to-UE Relay shall choose different Source Layer-2 IDs for PC5 links of different types of traffic, i.e., IP traffic, Ethernet traffic and Unstructured traffic.


If the PC5 link is used for transferring Unstructured traffic, the 5G ProSe Layer-3 UE-to-UE Relay shall choose different Source Layer-2 IDs for different pair of source and target 5G ProSe Layer-3 End UEs.

------------------------------------------------------------------End of Excerpt------------------------------------------------------------

To resolve this new identified issue, several solutions were roughly discussed during the last SA2#160 meeting which can be summarized as followings:
Sol#1: For step 5 of TS 23.304 clause 6.7.1.1, change the Destination Layer-2 ID from unicast Layer-2 ID to a default broadcast Layer-2 ID.
Sol#2: For TS 23.304 clause 6.4.3.7.1, mandate the unicast Destination Layer-2 ID of target 5G ProSe End UE in the Direct Communication Request message over the first hop PC5 reference point. The unicast Destination Layer-2 ID of target End UE is obtained either from prior direct communication (between source End UE and target End UE), or from UE-to-UE Relay discovery procedure. For the latter, the Discovery Response message needs to be enhanced to include unicast Layer-2 ID of target End UE to the source End UE.
Based on the above discussion, it is proposed:
Proposal#1: For the issue raised in CT1 LS, it is proposed to adopt the approach discussed in S2-2313720 and approve the CR S2-24yyyyy.
Proposal#2: For the new issue identified for step 5 of TS 23.304 clause 6.7.1.1, it is proposed to adopt Sol#2 above and approve the CR S2-24zzzzz.

2.
Proposal
Based on the discussion above, it is proposed to discuss and approve the following tdoc:
1) S2-2400514: [DRAFT] Reply LS on 5G ProSe UE-to-UE relay discovery with security aspects
and approve the following CRs:
2) S2-24yyyyy: Rel-18 TS 23.304 CR "Correction on Layer-2 ID for UE-to-UE Relay Discovery"
3) S2-24zzzzz: Rel-18 TS 23.304 CR "Correction on Layer-2 ID for UE-to-UE Relay Communication"
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